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● New ultrasound communication protocol isn’t working 
well because of hardware limitations

● Bidirectional communication with hacked commuter
● Database to upload leaked data to
● Website to access leaked data and remote control RPi
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● MalwAIR - A C++ tool that uses RtAudio to interface with 
a computer’s native sound card API to transmit data by 
outputting pure sine waves with frequencies over 20 kHz 
(ultrasound)

● Bridge 1.0 - Raspberry Pi 3B+ and USB Microphone
○ Records data emitted through ultrasound and decodes it
○ Protocol: 3 frequencies for bit 0, bit 1, and separator
○ Filter noises and is fairly accurate, but slow and chunky

● Bridge 2.0 - Raspberry Pi Zero, Teensy 4.0, Electret 
Microphone

● New Ultrasound Communication Protocol
○ Data comes in bytes, and a byte can be broken down 

into 2 hex values. 
○ 16 different frequencies, one for each hex value
○ Extra frequency identifying the hex value is the 4 

MSBs of a byte when played simultaneously

In today’s digital ecosystem, hackers are a concerning threat. 
It is widely known that any system connected to the Internet 
is vulnerable. But what about an “air-gapped” computer? 
One that is not directly connected to the Internet or any other 
system that is connected to the Internet. 
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Figure 3: Ultrasound communication protocol

Figure 1: Flow diagram for leaking data through 
ultrasound and capturing it

Figure 2: Bridge 2.0 Setup - Teensy 4.0 reads input from 
an electret microphone, does audio processing, and sends 

decoded data to the Raspberry Pi Zero through UART

The goal of this project is to demonstrate data leakage from 
an air-gapped computer via ultrasound. We envision an 
external system with WiFi for outside access that can 
bidirectionally communicate with the hacked computer 
efficiently and accurately. We hope that our ultrasound 
communication protocol will have other usages too. 
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