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● Filtering out noises when decoding ultrasound.
● Decoding in real-time through multithreading.
● Research building microphone to reduce size and lower 

cost.
● Transmit data through other physical quantities.

● Hack an air-gapped computer by investigating the ways of 
capturing data that can be leaked through physical 
quantities such as LED lights, sound, and magnetic fields 
emitted by a CPU. 

● Create signal blockers/jammers to protect sensitive data.
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● Focus on leaking data through ultrasound for Fall Quarter.
● High-level C++ class to interface with a system’s native 

sound card API to output different tones for different 
frequencies of a sine wave.

● Script that converts files into binary data and uses class 
described above to output two different tones, one for 
binary 1 and one for binary 0.

● Raspberry Pi with microphone to pick up data emitted 
through ultrasound and decode it.

● Raspberry Pi with speaker to output random ultrasound 
noise for jamming.

In today’s digital ecosystem, hackers are a concerning threat. 
It is widely known that any system connected to the Internet 
is vulnerable. But what about an “air-gapped” computer? 
One that is not directly connected to the Internet or any other 
system that is connected to the Internet. 
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Figure 3: Jammer outputting random ultrasound noise

Figure 1: Flow diagram for leaking data and capturing it

Figure 2: Decoding - 00100011 10000111
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