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Background 

Project Components

Timeline

Objective

- Unity Real-Time Development Platform

- Baidu Apollo Self-Driving Software

- LGSVL Physical-World Simulator 

The future is moving towards automated 

vehicles and networks connecting people 

on the road are being developed. The 

focus has been on building the mechanics 

of the autonomous vehicle but not on 

protecting the various sensors and 

networks that make the car autonomous.

The objective of this project is to develop a 

simulation environment that emulates 

security threats made to an autonomous 

vehicle. The application will reflect various 

attacks meant to confuse sensors on the 

car and indicate the degree of success in 

stopping the threat through a virtual 

scenario.
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Progress Updates

⚫ Changed patch over stop sign to a 

perturbed 2D sprite

⚫ Trying to fool Faster R-CNN object 

detection model


